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1. TIS PRIVACY POLICY

1.1. TISCOMMITMENT

At TIS, we recognise the importance of trust in the management of personal data. We are
committed to complying with the highest privacy standards, using personal data exclusively
for clearly defined purposes and in accordance with data protection rights. The
confidentiality and integrity of personal data are fundamental priorities for us.

This Privacy Policy describes in detail how TIS collects, uses and protects personal data
obtained through social and opinion studies, as well as the personal data of our clients.

1.2. WHO IS RESPONSIBLE FOR DATA PROCESSING?

Within the scope of its activities and responsibilities, TIS is responsible for collecting and
processing personal data, which are processed and stored by automated and non-
automated means.

TIS has appointed a Data Protection Officer, who may be contacted by email at dpo@tis.pt.
The Data Protection Officer is responsible, in particular, for monitoring the compliance of
activities involving the processing of personal data with the applicable legal and regulatory
rules, and also acts as the contact point between TIS and the national supervisory authority,
as well as between TIS and its clients and users on matters relating to the processing of
personal data.
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1.3. WHAT PERSONAL DATA ARE COLLECTED?

1.3.1. WHAT ARE PERSONAL DATA?

Personal data means any information of any nature, collected on any type of medium,
relating to an identified or identifiable natural person. A person is considered identifiable
where a set of information may lead to the identification of a specific person, especially
through an identifier such as an identification number or location data.

1.3.2. WHOSE PERSONAL DATA DO WE COLLECT?

Within the scope of TIS’s professional activities, we mainly process data relating to natural
persons, especially data that allow us to analyse mobility patterns and preferences for
different modes of transport. These data are collected through surveys or face-to-face,
telephone or online interviews, with the support of IT productivity tools whenever justified.

Nevertheless, for the performance of its activities, data relating to the following types of
natural persons may be collected and processed (non-exhaustive list):

e TIS employees;

e Current and potential TIS clients;

e Partners and their employees;

e Service providers and their employees;

e Candidates applying to work at TIS and/or for professional internships;

e Participants in events promoted by TIS, such as seminars and training activities.

1.3.3. WHAT PERSONAL DATA DO WE PROCESS AND HOW DO
WE COLLECT THEM?

TIS only collects data that are adequate, relevant and limited to what is necessary for the
purposes for which they are processed.

Data may be collected orally, in writing, including through forms and questionnaires, and
through access to online questionnaires. As a rule, we collect data directly, although data
may also be collected from public sources, such as websites and official public lists.
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For the performance of the different purposes, we may collect the following types of
personal data:

e identification data, such as name, age, sex and place of residence;

e contact details, such as mobile phone number, address or email address;

e education and employment status data, such as level of education, employment
status and CV;

e |ocation data, such as IP address;

e data describing mobility on a reference day, including origin and destination points
of trips, start and end times, transport modes used, travel purposes, reasons for
choosing specific modes, parking arrangements, transport tickets, etc.

As arule, TIS does not collect special categories of data, such as health data or data relating
to administrative offences or criminal offences.

1.4. WHY AND ON WHAT LEGAL BASIS DO WE USE PERSONAL
DATA?

TIS uses personal data on the basis of the following lawful grounds:

Consent: Data collection is preceded by the express, specific and informed consent of the
data subjects, obtained in writing or via the web. Examples include interviews or surveys,
newsletter subscriptions, or registration for activities promoted by TIS.

Performance of a contract or pre-contractual steps: Data processing is necessary for the
performance of a contract to which the data subject is party, or in order to take pre-
contractual steps. This ground applies, for example, to the processing of data for tender
responses, the execution of funding and cooperation agreements, or the formalisation of
supply and service contracts.

Compliance with legal obligations: Data processing is necessary to comply with legal
obligations. This includes, for example, communicating data to public bodies, whether
national or EU-level, as well as tax or judicial authorities.

Legitimate interest: Data processing is necessary for the pursuit of the legitimate interests
of TIS or third parties, provided that these do not override the rights and freedoms of the
data subjects. This includes processing arising from legally assigned duties, such as the
internal and external dissemination of Portuguese entities, nationally and internationally.
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1.5. FOR WHAT PURPOSES DO WE COLLECT DATA?

Personal data collected by TIS are processed only for specific, explicit and legitimate
purposes. Whenever personal data are collected, they are used exclusively for the
purposes expressly identified at the time of collection. The main purposes justifying the
collection of personal data by TIS are listed below:

e Collection of information on personal characteristics and mobility patterns,
considering, in each case, only the information necessary to meet the objectives
of the project;

e Execution of supply and service contracts;

e Dissemination of newsletters/publications;

e Training/dissemination activities carried out by TIS.

1.6. HOW DO WE ENSURE THE SECURITY OF PERSONAL DATA?

TIS adopts a range of security measures, including encryption and authentication tools, to
protect and maintain the security, integrity and availability of personal data. Although data
transmission over the internet or through websites cannot guarantee complete security
against intrusion, we, together with our service providers and business partners,
continuously make our best efforts to implement and maintain physical, electronic and
procedural security measures in accordance with the applicable data protection
requirements. These measures include:

e Restricted access to personal data on a “need-to-know” basis and only for the
purposes communicated;

e Transfer of collected data only in encrypted form;

e Storage of confidential data, such as telephone numbers and email addresses, only
in encrypted form;

e Protection of information technology systems through firewalls to prevent
unauthorised access to personal data;

e Continuous monitoring of access to information technology systems to prevent,
detect and block misuse of personal data.

Personal data are stored on protected servers, both our own and those of our
suppliers/service providers, and are accessed and used exclusively in accordance with our
policies and standards, or equivalent policies and standards of our suppliers/service
providers.
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In addition, third parties that process personal data on behalf of and for TIS in the context
of service provision are required to implement appropriate technical and security
measures that meet the requirements set out in applicable legislation and ensure the
protection of data subjects’ rights.

1.7. HOW LONG DO WE RETAIN PERSONAL DATA?

Data associated with website usage statistics collected through Matomo are retained for a
maximum period of 60 days. After this period, detailed data are deleted, and only
aggregated statistics are retained for a maximum period of 6 months.

The aggregated information is used exclusively to analyse the use and operation of the
website.

1.8. WHAT ARE THE RIGHTS OF DATA SUBJECTS?

Under the legislation in force, from the moment we collect and process personal data, data
subjects have a set of rights that may be exercised with TISpt at any time:

e Right of access: This allows data subjects to obtain information about the
processing of their data and its characteristics, such as the type of data, the
purpose of processing, to whom the data may be disclosed, retention periods and
which data must be provided on a mandatory or optional basis.

e Right to rectification: This allows data subjects to request the correction of their
data, ensuring that they are accurate and up to date, for example where they are
considered incomplete or outdated.

e Rightto erasure or “right to be forgotten”: This allows data subjects to request the
deletion of their data where there are no valid grounds for retaining them and
provided that there is no other valid basis legitimising the processing, such as the
performance of a contract or compliance with a legal or regulatory obligation.

e Right to restriction: This allows the processing to be suspended or restricted to
certain categories of data or purposes.

e Rightto object: This allows data subjects to object to certain processing purposes,
provided that there are no legitimate interests overriding their individual interests.
An example of this right is objection to direct marketing purposes.

All the rights described above may be exercised, subject to the limitations provided for in
applicable legislation, by means of a written request sent to dpo@tis.pt. Questions relating
to data processing may be addressed directly to the Data Protection Officer through the
same email address. It is also possible to lodge a complaint with the national supervisory
authority.
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1.9. DATA TRANSMISSION

1.9.1. WITH WHOM DO WE SHARE YOUR PERSONAL DATA?

Considering TIS's responsibilities and depending on the relevant purpose, data may be
shared with third-party entities, including national and international public bodies and
private entities, for the purpose of complying with legal, regulatory or contractual
obligations, or with functions carried out in the public interest.

They may also be accessed by TIS service providers considered necessary for the
performance of the purposes described above, particularly in relation to information
collection services. TIS ensures that it uses only service providers that provide guarantees
of implementing the necessary and appropriate technical and organisational measures to
protect personal data and that explicitly accept compliance with the rules imposed by TIS.

1.9.2. TRANSFERS OF PERSONAL DATA OUTSIDE THE EEA

TIS may, exceptionally, transfer your personal data to third countries outside the EEA —
European Economic Area. In such cases, TIS will ensure that data transfers are carried out
in strict compliance with the applicable legal rules.

1.10. COOKIES POLICY

1.10.1. WHAT ARE COOKIES?

Cookies are small files stored by the browser on the user’s device to support website
functionalities.

The tis.pt website only uses functional cookies or cookies that are strictly necessary for its
operation, where applicable. These may include WordPress session cookies, which are
temporary and deleted when the browser is closed.

The tis.pt website does not use cookies for advertising, profiling or behavioural marketing.
Usage statistics are collected through a self-hosted Matomo installation, configured
without analytics cookies, with IP address anonymisation and without individual
identification of users. If, in the future, cookies or equivalent technologies that are not
strictly necessary for the operation of the website are used, their use will depend on prior,
freely given, specific, informed and unambiguous consent, in accordance with the
applicable legislation.
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1.10.2. DISABLING THE USE OF COOKIES

Strictly necessary cookies may be used without consent, provided that they are
indispensable for the provision of the service requested by the user. Any cookie or
equivalent technology with non-essential analytical, functional, personalisation,
advertising or profiling purposes may only be activated after valid consent has been
obtained from the user.

Users can configure their browser to accept, reject or delete cookies by consulting the
instructions provided by the browser provider. If a consent management mechanism is
made available on the website, it must allow users to accept, refuse and withdraw consent
in a simple and accessible manner.

1.11. LEGISLATION

The processing of personal data carried out by TIS, as well as the use of electronic
communications and technologies for storing or accessing information on users’ terminal
equipment, must comply with the applicable national and European legislation, namely:

Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016
— General Data Protection Regulation (GDPR), on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data.

Law No. 58/2019 of 8 August — ensures the implementation of the GDPR in the Portuguese
legal order.

Law No. 41/2004 of 18 August, as amended — regulates the processing of personal data
and the protection of privacy in the electronic communications sector, including the rules
applicable to the storage of information and access to information stored on users’
terminal equipment.

1.12. POSSIBLE AMENDMENTS TO THE PRIVACY POLICY

This Privacy Policy may be reviewed in light of changes to the applicable legislation, at any
time, without prior notice and potentially with immediate effect.

Changes will be published on our website www.tis.pt and, if necessary, renewed
acknowledgement and consent will be requested.
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2. DATA MANAGEMENT PLAN

The Data Management Plan (DMP) establishes the internal rules for the collection, use,
retention, sharing, security and deletion of personal data processed by TIS, in accordance
with the GDPR and the applicable national legislation.

The DMP is an operational and dynamic document, reviewed whenever relevant changes
occur in data processing activities, systems used, service providers or applicable legislation.
Data processing must comply with the principles of lawfulness, transparency, minimisation,
accuracy, storage limitation, integrity, confidentiality and accountability.

2.1. EMPLOYEE INFORMATION MANAGEMENT

Within the scope of this DMP, employee information is managed in the Information
System, the Digital Archive and the Physical Archive.

Management staff (Division and Human Resources), members of the Board of Directors
and employees assigned to the Accounting Service and IT Support Service have access to

the data of all employees.

Each employee has access to their Individual Employee Record in the Information System
(PHC).

2.2. PURPOSE

The purpose of the information collected is Human Resources management.
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2.3. INFORMATION SYSTEM

The data collected are recorded in the Information System in the Individual Employee
Record and stored internally on the Information System server. These data are collected
when the employee is hired.

2.4. INTERNAL INFORMATION MANAGEMENT

The data collected are managed and updated by employees assigned to Human Resources
and the Accounting Service. Responsibility for the integrity of the information rests with
the Head of HR.

Employees may consult their own record through the Information System and must notify
Human Resources and the Accounting Service whenever any change is required.

Access to these data is granted to the employee, Human Resources, the Accounting
Service, IT Support Services and the Board of Directors.

Employee data are retained only for the period necessary to fulfil the purposes for which
they were collected and the applicable legal obligations, including employment, tax,
accounting and social security obligations. After termination of the employment
relationship, data that are no longer necessary must be deleted or anonymised within a
maximum period of two months, without prejudice to the retention of data whose
preservation is legally required or necessary for the defence of rights in judicial,
administrative or administrative offence proceedings.

2.5. DIGITAL ARCHIVE

The following are collected in the Digital Archive for each TIS employee:

e  Curriculum vitae

e Employment contract

e Copy of Citizen Card

e Criminal record certificate
e Academic certificates

These data are collected when the employee is hired and whenever it is necessary to
update the records. The data are stored internally in a network folder assigned to HR.
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2.5.1. INTERNAL INFORMATION MANAGEMENT

Gestdo interna da Informacdo

Updating the records is the responsibility of HR, which requests the necessary information
from employees and deletes previous versions where applicable.

All employees have access to curricula vitae and academic certificates for project
submission and management purposes.

When an employee is no longer assigned to TIS, the data in the digital archive that are no
longer necessary for internal management, compliance with legal obligations or the
defence of rights must be deleted or anonymised within two months of the termination
date, retaining only the documentation whose preservation is legally required or duly
justified.

2.6. PHYSICAL ARCHIVE

The following are collected in the Physical Archive for each TIS employee:

e Curriculum vitae

e Employment contract

e Copy of Citizen Card

e Criminal record certificate
e Academic certificates

These data are collected when the employee is hired and whenever it is necessary to
update the records.

Updating these data is the responsibility of HR. The data are stored in a locked cabinet
under the responsibility of HR and the Administrative and Accounting Support Services.

2.6.1. INTERNAL INFORMATION MANAGEMENT

Updating the records is the responsibility of HR, which requests the necessary information
from employees and destroys previous versions where applicable.

Access to these records is restricted to HR and Management.

When an employee is no longer assigned to TIS, physical archive records that are no longer
necessary for internal management, compliance with legal obligations or the defence of
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rights must be securely destroyed within two months of the termination date, retaining
only the documentation whose preservation is legally required or duly justified.

2.7. INFORMATION SHARED WITH THIRD PARTIES

2.7.1. WEBSITE

Employee identification is shared publicly through the TIS website.

e Information shared —name, photo and short CV
e Purpose — presentation of the team
e Data transfer —information entered manually on the website, hosted in the EEA

2.7.2. ACCOUNTING SERVICES

The data recorded in the Individual Employee Record are shared with the companies
contracted as Certified Accountant and Statutory Auditor:

e Information shared — full information from the Individual Employee Record and
the employee’s Contract;

e Purpose —salary processing and Social Security registration, such as registering sick
leave and new employees;

e Data transfer — a scanned copy of the Individual Employee Record and Contract is
sent by email. This process is carried out manually.

2.7.3. OCCUPATIONAL HEALTH AND SAFETY SERVICES

The data recorded in the Individual Employee Record are shared with the company
contracted for Occupational Health and Safety and Occupational Medicine for the
following purposes:

e Information shared — full name, date of birth, admission date, category and
profession

e Purpose —scheduling occupational medicine appointments in accordance with the
criteria defined by law.

e Data transfer —the data are transferred to the contracted company by email.

. POLITICA DE PRIVACIDADE TIS — VERSAO 4.1 1 1



2.7.4. HEALTH INSURANCE

The data recorded in the Individual Employee Record are shared with the company
responsible for the health insurance contracted for all TIS employees for the following

purposes:

Information shared — the information requested by the insurer in its own form,
completed and signed by the employee

Purpose — inclusion of all employees, and members of their household if
requested, in the health insurance contracted by TIS

Data transfer — the data are transferred to the insurer by email, using a
guestionnaire under the insurer’s responsibility.

2.7.5. BANKS AND INSURERS

The data recorded in the Individual Employee Record are shared with the banks with which
TIS holds accounts (BPI, CGD, Eurobic) for the following purposes:

Information shared — the information requested by each bank in its own form,
completed and signed by the responsible director, together with a copy of the
Citizen Card

Purpose — creation of a corporate credit card and a meal card

Data transfer — carried out manually by completing the bank form; the copy of the
Citizen Card is sent by internal mail.

2.8. ACCESS CONTROL

When an employee is admitted, they are given access to their Individual Employee Record

in the Information System. This access is granted through a username and password

combination.

Managers (Division and Human Resources), members of the Board of Directors and
employees assigned to the Accounting Service and IT Support Service have access to the
data of all employees.

When the employee leaves, the following access rights are cancelled:

12

Collection of the building access card
Network access
Email access
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e PHC access
In addition, regarding the TIS email account:

e The email account provided by TIS should only be used for professional purposes.

e The content of emails sent or received by individuals, whether from a personal
email account or a professional email account, that is personal or non-professional
in nature is covered by the rights to privacy and confidentiality granted by law and
by the Constitution.

e TIS undertakes not to access any employee email where it is established, or can be
established, that the email is not professional in nature.

e In the event of termination of the employment contract, TIS may access the
departing employee’s email account to recover information relating to its
commercial activity or the monitoring of ongoing projects.

2.9. CUSTOMER INFORMATION MANAGEMENT

Within the scope of this DMP, customer information management is covered, with
information collected in the Information System, which includes the invoicing system.

TIS customers are linked to the projects they contract. Therefore, the Project Manager is
responsible for collecting the data, ensuring its quality and entering it into the system.
Employees assigned to the Accounting Service are responsible for the quality of the data

entered into the invoicing system.

All employees have access to customer data recorded in the Information System. Access
to the Information System is through a username and password.

2.9.1. PURPOSE

The information collected is intended for project management and invoicing, as well as
TIS’s commercial activity.

2.9.2. DATA COLLECTED

There are two levels of information.

e Customer company information —name, address and tax identification number. Optional
data include telephone contacts, general email addresses and website.
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e Contact details of the customer representative in the project — name and the entity for
which they work. Optionally, fields may be completed with title, date of birth, academic
background, telephone contacts and email address.

2.9.3. INTERNAL MANAGEMENT OF THE INFORMATION
COLLECTED

The data collected are managed and updated by the Project Manager in relation to project
management, and by employees assigned to the Accounting Service in relation to invoicing.

2.9.4. INFORMATION SHARED WITH THIRD PARTIES

The only information shared is the project invoicing information.

2.9.5. IMPACT OF AN INFORMATION BREACH

Although the information processed is, as a rule, of low sensitivity, any data breach must
be assessed on a case-by-case basis in accordance with the GDPR.

2.10. PARTNER INFORMATION MANAGEMENT

Within the scope of this DMP, partner information management is covered, with
information collected in the Information System, which includes the invoicing system.

Partners are considered to be the companies selected by TIS to work jointly on projects.
The Project Manager is therefore responsible for the quality of the data and for entering it
into the system. Employees assigned to the Accounting Service are responsible for the
quality of the data entered into the invoicing programme.

The data collected are managed and updated by the Project Manager and by employees
assigned to the Accounting Service.

All employees have access to partner data recorded in the Information System. Access to
the Information System is through a username and password.
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2.10.1. PURPOSE
The information collected is intended for partner management and assessment.

2.10.2. INFORMATION COLLECTED

There are two levels of information.

e Partner company information — name, address and tax identification number. Optional
data include telephone contacts, general email addresses and website.

e Contact details of the partner representative in the project — name and the entity for
which they work. Optionally, fields may be completed with title, date of birth, academic
background, telephone contacts and email address.

2.10.3. INTERNAL MANAGEMENT OF THE INFORMATION
COLLECTED

The data collected are managed and updated by the Project Manager in relation to project
management, and by employees assigned to the Accounting Service in relation to invoicing.

2.10.4. INFORMATION SHARED WITH THIRD PARTIES

The only information shared is the project invoicing information.

2.10.5. IMPACT OF AN INFORMATION BREACH

Although the information processed is, as a rule, of low sensitivity, any data breach must
be assessed on a case-by-case basis in accordance with the GDPR.

2.11. NETWORK AND INFORMATION SECURITY

2.11.1. NETWORK SECURITY

Computer security is provided through a Windows Active Directory, which authenticates
users when accessing computers.
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A firewall controls access to the network and blocks unwanted traffic. The firewall provides
an SSL VPN for external access by TIS users. VPN authentication is carried out through
Active Directory and includes multi-factor authentication.

Backups of information stored on users’ computers are performed daily.

2.11.2. EQUIPMENT MANAGEMENT

Employees’ laptops have encrypted hard drives to prevent data loss in the event of theft
or loss of equipment.

The tablets provided do not contain personal data. They are encrypted and can be remotely
wiped in the event of theft or loss of equipment.

Company mobile phones are encrypted and can be remotely wiped in the event of theft or
loss of equipment.

2.12. INFORMATION STORED ON THE NETWORK / CLOUD

TIS uses Microsoft 365/SharePoint as its network/cloud storage and collaboration solution,
ensuring access control, information protection and data recovery in the event of deletion
or improper alteration.

Where projects require access by partners or clients, a specific SharePoint space is created,
with permissions restricted to the necessary content and without access to other TIS data
or files.

Storage, access and security

Files are stored on dedicated SharePoint sites, with permissions assigned on the basis of
the principle of least privilege. Access is limited to authorised users, including TIS
employees and, where applicable, partners or clients involved in the project.

Authentication is performed through Microsoft 365 credentials and may include multi-
factor authentication and conditional access policies. Communications are protected by
secure protocols and access rights should be reviewed periodically.

Files containing personal data or sensitive information must be stored in a restricted-access
location, available only to team members with a specific need for access.
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Backup, retention and recovery

SharePoint provides versioning, retention and file recovery features, allowing previous
versions or deleted files to be restored within the periods defined by the platform and the
applicable policies.

The technical and procedural management of these resources is ensured by IT support
services, in coordination with project managers and authorised users.
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Este documento foi sujeito ao controlo da qualidade interno de acordo com o
procedimento Controlo da Qualidade de Documentos (P2/05) definido no Sistema de
Gestdo da TIS.pt.

* Este texto foi escrito ao abrigo do novo Acordo Ortografico *

This document was subjected to Internal Quality Control in accordance with the Quality
Control Procedure for Documents (P2/05) as defined in the TIS.PT Management System.
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